C11 Chapter 11

Badge Systems
C11.1
General.  The Heads of DoD Components shall be responsible for ensuring that, except for activities specifically exempted by them, all activities under their 

cognizance where classified, For Official Use Only and/or Sensitive information is handled, processed, stored or discussed, acquire and implement an automated badge system to control access of personnel to the activity’s physical location.  In this regard, and consistent with Deputy Secretary of Defense memorandum dated November 10, 1999, Subject:  “Smart Card Adoption and Implementation,”  the Common Access Card (CAC) will be the universal identity card carried by all DoD employees and shall be used to control access to DoD facilities, installations and controlled spaces.  This does not require components to immediately dismantle current access systems nor does it preclude the continued use of supplemental badging systems which are considered necessary to provide an additional level of security not presently afforded by the CAC.  However, DoD activities are to plan for migration to the CAC for general access control using any of the CAC’s present or future access control capabilities. 

C11.2
Badging Limitations

C11.2.1
Escort Privileges.  Foreign national personnel, other than those serving in the U.S. Armed Forces, shall not be authorized to escort personnel within DoD facilities where classified, For Official Use Only or Sensitive information, is handled, processed, stored or discussed.


C11.2.2
Alternative/Supplemental Badging Systems.  The use of alternative, supplemental badging systems must be approved by the Head of a DoD Component or designee.  Policy and procedures concerning the issuance of such alternative, supplemental badges shall be as prescribed by the security office of the facility in question except that, as a minimum, such alternative, supplemental badging systems must provide a prominent means of visually distinguishing between DoD civilian and military personnel, DoD contractors, foreign national personnel and visitors with specific emphasis being placed on visual identification of individuals as foreign nationals.  

C11.3
Display of Badges

The CAC and/or alternative, supplemental badge is to be displayed on the front of the body, above the waist and below the neck, at all times while the badge holder is within the facility.  

C11.4
Non-Automated Badge Systems

DoD Components and their activities may utilize guard, security, or DoD civilian 
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or military employees to control access to their facilities when an automated entry badge system is impractical, e.g., small facilities with few employees or the DoD activity occupies only a portion of space in a commercially leased facility.  Otherwise, all other provisions of this Chapter apply.

C11.5
Security Education and Awareness

C11.5.1  All Personnel.  To enhance the effectiveness of the badging system and assist in ensuring prompt reporting of violations, all personnel of an activity shall be informed of the characteristics of the badge system utilized by the activity as part of their initial orientation and as part of the activity’s on-going security education and awareness program.  Particular emphasis should be placed on the need to promptly report lost or stolen badges.


C11.5.2  Foreign National Personnel.  All foreign national employees, including foreign national employees of DoD contractors to be authorized facility access, shall receive an oral briefing regarding the limitations placed on their access to the facility/activity at the time of their initial orientation, or for those employed prior to the issue of this guidance, as soon as possible following receipt of this guidance.

C11.6
Visitors

C11.6.1
Activity/Facility Support.  U.S. citizen civilian, military and DoD contractor personnel having a requirement to visit a DoD activity/facility on a frequent and recurrent basis (at least two times per week) in connection with work in support of that DoD activity/facility, and possessing a CAC, may be provided unescorted access in accordance with policy and procedures established by the security office responsible for the facility.


C.11.6.2
Other Visits.  U.S. citizen and foreign national personnel visiting a DoD activity/facility for purposes other than work in support of the activity/facility, and not having a CAC, shall be escorted at all times while within the activity/facility.
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