CHIEF INFORMATION OFFICER

INFORMATION MANAGEMENT/INFORMATION TECHNOLOGY (IM/IT) POLICY FRAMEWORK

GOAL:  To attain and maintain information superiority at affordable costs.  

8000 Series: - Capstone IM/IT policy and procedures.

A. Information Resources Management - Preparing People and Processes for Success. (8100)
1. IM Strategic and Business Planning

2. Capital Planning and Investment Control

3. Governance Processes & Management Control Structures

4. Knowledge/Skills-based Workforce (e.g., education and training, and career development)

5. Performance Measures & Assessment Activities

6. Asset Inventory Management and Visibility

7. Creating, Accessing, and Dissemination of Information

8. Records Management

9. Electronic Commerce

B. Mission and Functional Processes - Understanding Information and Data Flows and their Value to the Defense Mission. (8200)
1. Customer Requirements Generation Processes

2. Suppliers and Competitive Sourcing

3. Value-chain Analysis

4. Business Process Re-engineering

5. Process Change

6. Data Management

7. Architectures (e.g., operational)

C. Information Infrastructure Design and Engineering - Building and Maintaining a Quality Information Infrastructure to Effectively and Efficiently Support Functional Processes. (8300)
1. Building codes and standards

2. Modeling and Simulation

3. Integration and Interoperability

4. Common Operating Environment

5. Engineering

6. Test and Evaluation

7. Architectures (e.g., technical, systems)

D. Information Technology - Supplying/Enabling the Information Infrastructure with Quality Information Resources and Services.  (8400)
1. Computing

2. Telecommunication

3. Software and Application Systems

4. Other Information Technology

5. Information Processing Services

6. Telecommunications Services

7. Software Services

E.  Information Infrastructure Protection and Safeguards.  (8500)
1. Information Assurance

2. Information Security

3. Threat/Risk Assessment & Countermeasures

4. Contingency Planning, COOP, and Recovery

DEFINITIONS:

· Information:  Any communications or representation of knowledge such as facts, data, or opinions, in any medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual forms. (Source:  Office of Management and Budget (OMB) Circular A-130, “Management of Federal Information Resources”)
· Information Technology:  (A) Any equipment or interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information by the executive agency.  For purposes of the preceding sentence, equipment is used by an executive agency directly or is used by a contractor under a contract with the executive agency which (i) requires the use of such equipment, or (ii) requires the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product.

(B) The term ‘information technology’ includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources.

(C) Notwithstanding subparagraphs (A) and (B), the term ‘information technology’ does not include any equipment that is acquired by a Federal contractor incidental to a Federal contract.  (Source:  Section 5002(3) of the Clinger-Cohen Act of 1996 (40 U.S.C. 1401(3)) 
· Information Resources:  Information and related resources, such as personnel, equipment, funds, and information technology.  (Source:  Section 3502(6) of Title 44 of the United States Code) 
· Information Services:  A discrete set of information activities typically provided on a reimbursable basis.  These activities include analysis, acquisition, test, delivery, operation, or management of hardware, software, and communications systems. (Source:  DoDD 8220.1, "Single Agency Manager (SAM) for Pentagon Information Technology Services")
· Information Processing Services:  A discrete set of personnel, information technology, and support equipment with the primary function of providing services to more than one agency on a reimbursable basis.  (Source:  OMB Circular A-130)
· Information Resources Management:  The process of managing information resources to accomplish agency missions.  The term encompasses both information itself and the related resources such as personnel, equipment, funds, and information technology.  (Source:  Section 3502(7) of Title 44 of the United States Code) 
· Information Management:  The planning, budgeting, manipulating, controlling of information throughout its life-cycle (e.g., creation or collection, processing, dissemination, use, storage, and disposition.)  (Source:  OMB Circular A-130)
· Information Superiority:  The ability to obtain and transmit information unimpeded to any destination as and when needed and to exploit or deny an adversary’s ability to do so.  This includes the ability to manage information throughout its life-cycle, i.e., to create, collect, process, disseminate, use, store and dispose of an unimpeded flow of information while exploiting or denying an adversary’s ability to do the same.

