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Statement Approving the FY 2001 Department of Defense
Statement of Assurance

As required by the Federal Managers' Financial Integrity Act, I approve the FY 2001
Department of Defense (DoD) Statement of Assurance. This statement addresses the
management controls of the Department, and makes the disclosures required by the Act. With
the exception of the disclosed weaknesses, the Department has reasonable assurance about the
effectiveness of its management controls. Consequently, I can conclude that the Department is

prepared to fulfill its mission responsibilities.
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Executive Summary 


The Department of Defense (DoD) Annual Statement of Assurance documents significant management control weaknesses, financial systems noncompliance issues, and corrective actions taken by the Department to comply with the Federal Managers’ Financial Integrity Act (FMFIA).  


This report identifies two categories of management control weaknesses.  Material weaknesses are management control problems that affect only one Component and do not significantly impact mission accomplishment.  Systemic weaknesses are management control problems that affect more than one DoD Component and may jeopardize the Department’s operations.  


For fiscal year 2001, the Department identified six systemic weaknesses.  The Department subsequently initiated corrective actions to mitigate their effects on Department-wide operations.  Specifically, the Department: 

· Began to Integrate Financial Management Systems 
In July 2001, the Department established the Financial Management Modernization Program to provide timely, accurate, and reliable information to all levels of management and to improve financial management systems and processes. 

· Worked to Enhance Information Assurance
The Department enhanced security and lessened its susceptibility to computer system breaches by, among other things, removing information from websites that inadvertently revealed operational capabilities or vulnerabilities.

· Developed More Accurate Environmental Liability Estimates  

The DoD audit community validated the Department’s methodology for developing its estimates of environmental liability.

· Improved Management of Munitions and Explosives  
The Department established the Operations and Environmental Executive Steering Committee for Munitions and took additional steps to improve management oversight of unexploded ordnance at operational ranges and DoD facilities, along with closed ranges and other facilities.

· Worked to Improve the Speed and Quality of Personnel Security Investigations
The Department updated the Case Control Management System used to process personnel security investigations and developed a plan to eliminate the backlog of periodic reinvestigations.

· Improved Plans for Real Property Infrastructure Replacement  

The Department identified the need for a comprehensive plan to articulate specific goals for facility capital investment.  This is a new systemic weakness in FY 2001.


In addition to progress made in correcting its systemic weaknesses, the Department:

· Reinforced internal controls to protect against government purchase card fraud, waste and abuse. 

· Established additional guidelines to strengthen management of official travel, including the travel card program.

· Issued direction to all DoD Components to record obligations for disbursements over 
120 days old that have not been posted against a valid obligation.

· Established a Financial Management Workforce Development initiative to enhance technical competencies, motivate employees to pursue advanced degrees and professional certification, and reinvigorate recruitment and retention.

· Initiated an aggressive program to develop and report on financial management problem areas through an extensive performance metrics program geared to directing appropriate corrective action.

I.  SUMMARY OF PERFORMANCE

 Section 2.  Number of Material Weaknesses
(Federal Managers’ Financial Integrity Act)


Year Corrected





Year Reported
FY 1997 and Prior
FY 1998
FY 1999
FY 2000
FY 2001
Total Corrected
Remaining Year End
Total

1997 and Prior
790

17

45

16

11

879

30

909

1998


18

8

8

2

36

6

42

1999


--

2

11

5

18

20

38

2000


--

--

7

11

18

18

36

2001


--

--

--

  9

  9

41

50


Total
790

35

55

42

38

960

115
   1,075


The table displays the status of all identified material weaknesses by fiscal year and the progress made to correct those weaknesses by year.


Of the 1,075 weaknesses, 960 (89 percent) have been corrected.  In FY 2001, the Department corrected 38 weaknesses--including 29 weaknesses reported in prior years.  
Of the remaining 115 weaknesses, 64 percent were identified in prior years and 36 percent were newly identified.


Fifty-four percent of the remaining 115 uncorrected material weaknesses are in the financial management and systems functional area; 17 percent relate to acquisition and logistics management, and 9 percent are associated with information assurance and technology.  The remaining 20 percent are distributed among several other functional areas. 

Section 4.  Financial Management Systems 

Number of Material Nonconforming Systems
(Federal Managers’ Financial Integrity Act)

During FY 2001, the Department evaluated its financial management systems to determine how they complied with the requirements of the Federal Financial Management Improvement Act (FFMIA).  Additionally, auditors from the Office of the Inspector General, Department of Defense (OIG, DoD) and the Military Service Audit Agencies performed reviews of systems using generally accepted government auditing standards prescribed by the Comptroller General of the United States.  Evaluations and audits showed that most of the Department’s financial management systems did not comply with the requirements of the FFMIA as described in the Office of Management and Budget (OMB) Bulletin No. 98-08. 

On July 19, 2001, the Department launched a comprehensive agency-wide financial management transformation program to address this problem.  The Financial Management Modernization Program will produce an enterprise architecture that will reengineer business processes and modernize the supporting information systems.  The program includes the development of a comprehensive financial and nonfinancial “As-Is” architecture view that provides a comprehensive inventory of the current systems framework.  Collection of the relevant information for the “As-Is” view will be used to meet OMB’s requirements in the future.

The deficiencies associated with current systems will be addressed during the development of the Department's financial management enterprise architecture--the “To-Be” architecture.  The associated transition plan will migrate the Department from its current “As-Is” environment to the desired “To-Be” information infrastructure.  Consistent with the requirements of Section 4 of the FMFIA, the Department notified the OMB of its plan to correct systems deficiencies.

II. DEPARTMENT OF DEFENSE FY 2001 SYSTEMIC WEAKNESSES

This section outlines the six systemic weaknesses that DoD identified in FY2001, as well 

as the corrective action that the Department is taking to mitigate their effects on Department-wide operations.

DoD Financial Management Systems and Processes

Description of the Issue  

· The Department’s financial management systems and business processes do not provide information that is reliable, timely, and accurate.

· Financial reports do not meet the needs of management.  Moreover, the Department has not received a “clean” opinion on its annual financial statements because of an overly complex systems environment and convoluted processes. 

Impact 

· An inability to provide consistent reliable financial and managerial data for effective decision making.

· An inability to consolidate and publish annual statements that can pass financial audits.

· A lack of a Department-wide corporate approach to financial management--characterized by hundreds of disparate systems (i.e., accounting, financial, and feeder systems).

· Overly complex data requirements driven by appropriation funding rules, outdated guidelines requiring excessively detailed tracking of expenditures, and extensive policies and procedures.

· “Convoluted” and complex business processes that are driven by outdated accounting, operational, and organizational structures. 

· Difficulty in obtaining financially based, outcome-oriented management metrics.  Many metrics reflect yearly goals or outputs with few or no links between financial management and the overarching DoD goals.

· Inability to provide adequate visibility over appropriated funds to facilitate and support strategic planning.


Action
Progress
Established the Financial Management Modernization Program to direct and oversee financial management reform in the Department.

Accomplished

Established a new directorate and a Program Management Office within the Office of the Under Secretary of Defense (Comptroller) (OUSD(C)) to lead the financial modernization effort.


Accomplished

Initiate an enterprise architecture for the Department’s financial management systems and business processes to include the development of Department-wide financial standards.


Ongoing

Complete the enterprise architecture plan.  Begin implementing the “transition plan” to achieve the Department’s “To-Be” architecture. 


To be completed in FY 2003

Transition to the “To-Be” architecture.


Ongoing

Implement business process reengineering solutions developed for the enterprise architecture. 


Ongoing

Information Assurance

Description of the Issue

· The Office of the Assistant Secretary of Defense (Command, Control, Communications and Intelligence) (OASD(C3I)) determined that the Department’s information systems are potentially vulnerable to an information warfare attack.

· The OASD(C3I) has uncovered numerous attempts to breach “sensitive but unclassified” systems and networks supporting finance, logistics, medical, procurement, personnel, and research and development activities.  The widespread use of sophisticated viruses and worms will continue to challenge the Department.

Impact  

· Information assurance (IA) is a critical readiness issue.  IA personnel must remain vigilant to combat the widespread use of viruses and worms, progressively more sophisticated in their propagation, which could corrupt or temporarily incapacitate DoD data and communications systems.  


Action
Progress
Published DoD Directive 8530.1 and DoD Instruction 8530.2 on Computer Network Defense to establish policy, responsibilities, and organization for computer network defense.
Accomplished

Removed information from the Department’s websites that may have revealed operational capabilities or vulnerabilities.

Accomplished

Mandated purchase of only commercial IA products approved by the National Information Assurance Partnership or the National Security Agency for national security systems.


Accomplished

Implement and improve the Information Assurance Vulnerability Alert process to alert units to security vulnerabilities.

Ongoing

Subject the DoD business processes to robust functional process improvements to include the IA that will provide needed system protections.

Ongoing

Increase efforts to:  (1) accelerate the correction of computer security weaknesses reported in audit reports; (2) ensure that effective computer security policy and procedures have been issued; (3) enforce computer security policies, and test security capabilities on a regular basis to identify vulnerabilities and eliminate them; (4) train computer users and system administrators; and (5) raise awareness of managers through computer and web-based IA awareness products.


Ongoing

Deploy electronic tokens to secure access among all DoD system users and organizations.


To be completed October 2003

Issue secure electronic authentication certificates (to validate user identity) to all DoD users and ensure that electronic mail is protected by digital signature.  


To be completed in FY 2003

Environmental Liability

Description of the Issue
· The dollar value of environmental liabilities reported in the Department’s financial statements is incomplete and not adequately supported.  

· The Office of the Under Secretary of Defense for Acquisition, Technology and Logistics (OUSD(AT&L)) determined that this systemic weakness could potentially affect all DoD Components.

Impact  

· Incomplete estimates understate DoD’s potential environmental liability and potential budget requirements.

· Leads to potential under funding of the Department’s environmental requirements and interferes with informed decisionmaking for the environmental program.


Action
Progress
Conducted an Environmental Liabilities Review to improve program guidance and assess progress made by the DoD Components.
(NOTE:  The Department annually conducts these reviews.)
Accomplished

Issued updated Defense Environmental Restoration Guidance to revise environmental liability reporting.

Accomplished

Validated the Remedial Action Cost Engineering and Requirements model used for estimating environmental liabilities in order to provide audit trail documentation for liability estimates.  

Accomplished

Clarify the appropriate DoD Financial Management Regulation (“DoDFMR”) guidance, as necessary, based on feedback from joint reviews and the environmental liabilities review.

To be completed in FY 2002

Develop environmental quality issues and environmental liability reporting guidance.

To be completed in FY 2003

Identify weaknesses in the FY 2002 reporting process during joint reviews of the FY 2002 DoD financial statements; assess the progress made by the Military Components in reporting complete, accurate, and supported environmental liability data.

To be completed in FY 2003

Management of Munitions and Explosives
Description of the Issue

· The DoD maintains a number of active/inactive firing ranges and related training facilities, along with closed ranges and other areas on property currently or formerly owned by the Department, where munitions and other explosives were used.    

Impact 
· If not managed properly, these sites may present a significant health and safety hazard.  Poor management also may constrain future budgets.


Action
Progress
Established the Operations and Environmental Executive Steering Committee for Munitions (OEESCM) to improve management oversight of unexploded ordnance and other munitions at operational ranges and other DoD facilities. 

Accomplished

Identified eight encroachment issues as part of the Senior Readiness Oversight Council process, including unexploded ordnance and munitions constituents.  


Accomplished

Published and implemented the Defense Environmental Restoration Program Management Guidance that requires development of inventories and policy for munitions response areas. 


Accomplished

Established the Sustainable Defense Readiness and Ranges Integrated Product Team to address sustainability issues on operational ranges.

Accomplished

Established the Munitions Response Committee jointly with United States Environmental Protection Agency and the Environmental Council of States to develop a collaborative decision making process.


Accomplished

Established a program element code under the Defense Environmental Restoration Account to track the cleanup of munitions and explosives of concern.


Accomplished

Publish the Munitions Action Plan.


Accomplished

Determine where the Military Services completed the requirements for Management Plans for Operational Ranges and have planned efforts to establish and implement procedures to assess the environmental impact of the use of munitions on DoD ranges.


To be completed in FY 2002

Issue guidance to all DoD Components to establish complete inventories of all DoD operational ranges.  


To be completed in FY 2002

Implement policy to ensure that the Military Services establish procedures for range clearance operations to permit the sustainable safe use of DoD ranges for their intended purpose.


To be completed in FY 2003

Develop a strategy to assess the environmental impact of munitions use on operational ranges and provide a common data management approach, based on OEESCM recommendations.


To be completed in FY 2002

Annually submit to Congress the “Annual Defense Environmental Restoration Program Report” with a specific section for munitions response activities and technology requirements.


Ongoing

Personnel Security Investigations Program

Description of the Issue  

· Personnel security investigations within the Department have not been conducted in a timely manner over the past few years and, while timeliness is improving for new cases received after March 2002, the overall average times still do not meet required national investigative standards. 

· These investigations determine whether an individual should be granted access to classified information; accessed or retained in Military Service; or employed in a sensitive position. 

Impact 

· The thoroughness and timeliness of personnel security investigations directly affects Department operations and is a matter of national security.  


Action
Progress
Implemented improvements to the Case Control Management System to upgrade and modernize the system architecture, increase the system output, and further streamline and automate business practices.

Accomplished

Established an Operational Standards and Quality Council to monitor and recommend improvements to the investigation process.

Accomplished

Implemented a plan to evaluate and remedy the backlog of periodic reinvestigations.

Accomplished

Implement additional infrastructure enhancements pertaining to the Case Control Management System.


Ongoing

Achieve DoD case completion time goals by the end of FY 2002.
To be completed in FY 2002

Monitor and correct such automation problems, including, the archiving of information to reduce workload, upgrading system software to a new release, optimizing workflow processes, streamlining clearance applications, and initiating an electronic fingerprint card project.

Ongoing

Pursue long term automation infrastructure enhancements under the Case Control Management System.

To be completed in FY 2003-2005

Real Property Infrastructure

Description of the Issue

· The GAO identified infrastructure recapitalization and family housing privatization as “high risk” areas within the Department.  The OUSD(AT&L) identified this as a systemic weakness in FY 2001.

· Development of a comprehensive long-range plan to address facility requirements, recapitalization, and maintenance and repair needs is needed to address this issue and improve performance in the family housing program. 


Impact

· The lack of a rigorous approach to support resource requirements results in decisions about facility retention, improvement, and replacement that are not optimal. 

· The Services use inconsistent methodologies for considering the availability of private sector family housing and may miss opportunities to save resources.   

· Excess infrastructure drains scarce resources from other capital improvements.  


Action
Progress
Issued draft guidance for comment to the Military Deputy Assistant Secretaries with installation responsibilities.

Accomplished

Publish annual DoD facilities plan.

Accomplished

Resolve Military Department comments on draft policy for housing requirements process.

To be completed in FY 2002

Submit final housing requirements process policy to the Deputy Secretary of Defense for signature.  Incorporate the policy into an update of 
DoD Directive 4165.63, “DoD Housing.”

To be completed in FY 2003

Prepare draft housing requirements process guidance based on the approved policy and complete coordination and implementation of DoD 4165.63-M, “DoD Housing Management.”

To be completed in FY 2002

III.  OTHER MANAGEMENT CONTROL INITIATIVES

This section highlights further management control improvements that the Department has made in other selected areas.

General Property, Plant and Equipment

Description of the Issue  

· The Department does not fully and accurately report general property, plant and equipment (PP&E) and related assets in its financial statements.  Insufficient disclosure precludes the Department from obtaining unqualified audit opinions on its financial statements.

Accomplishments
DoD proposed to the Federal Accounting Standards Advisory Board (FASAB) a revised accounting treatment for military equipment (e.g., aircraft, ships and combat vehicles).  
On June 19, 2002, the FASAB voted to issue an amendment to the PP&E standard (Statement of Federal Financial Accounting Standards Number 6) to include military equipment, which supports the DoD position.  If adopted, the Department will report cost of military equipment on its Balance Sheet and the depreciation of the capitalized amounts on the Statement of Net Cost.  The Department anticipates the increase reported for General PP&E will be in the hundreds of billions of dollars. 


DoD reorganized the management of the Defense Property Accountability System to improve its support to more than 13,000 users at Army, Navy, Marine Corps, and most Defense Agency locations worldwide.  



DoD developed comprehensive property accountability issuances to improve financial control and reporting of property. 



Military Retirement Health Care Benefits Liability

Description of the Issue  

· The cost data to support the actuarial calculation of military retirement health care benefits liability is not adequate. 

Accomplishments
Identified applicable cost data needed to calculate accurately the military retirement health care benefits liability.


Began working with auditors to ensure that all applicable costs are identified. 



Implemented a management control program for data systems in the direct care system and all Military Treatment Facilities now have data quality managers performing monthly reviews of data quality.



Disbursements Not Properly Matched to Specific Obligations

Description of the Issue 

· Disbursements that are not properly matched to specific obligations block efforts to improve DoD budgetary data.  This problem can be attributed to insufficient documentation or inaccurate data needed to properly match disbursements to specific obligations recorded in accounting records.  

Accomplishments
Issued a new policy in January 2001 directing the DoD Components to record obligations for disbursements over 180 days old that have not been posted against a valid obligation.  This policy change produced a $432 million decrease in the value of disbursements over 180 days old that had not been recorded against valid obligations.  (NOTE:  Effective April 2002, the Under Secretary of Defense (Comptroller) reduced the criterion from 180 days to 120 days.)


Implemented the Defense Cash Accountability System at several finance and accounting offices to facilitate the electronic submission of accounting data (vice keying data from paper vouchers).  



Implemented the Standard Contract Reconciliation Tool to compare the Mechanization of Contract Administration Services system entitlement data to the accounting system data.  This will align payment data to accounting data, and aid the resolution of questionable disbursements.  



Human Capital

Description of the Issue  

· The skills of DoD’s financial management (FM) workforce and succession planning need to be improved.

Accomplishments
Conducted a preliminary review of the FM workforce to gather data on the size and composition of the FM workforce.



Established the FM Workforce Development Workgroup with representation from all major DoD Components to develop strategies to enhance technical competencies; motivate employees to pursue advanced degrees and professional certifications; and, reinvigorate recruitment and retention.


Government Purchase and Travel Cards

Description of the Issue 

· Audits reveal that several DoD activities that use the government purchase card do not have adequate internal controls in place to protect the government from fraud, waste or abuse.  

· With respect to government travel cards, late payment or non-payment of travel charge card debt by DoD personnel have resulted in losses by the card issuing bank and subsequent requests that DoD change the terms of its agreement with the bank.   

Accomplishments

Established a task force composed of representatives from various DoD Components.  Representatives from the OMB, the Office of Personnel Management, the General Services Administration, and the Department of Justice participated as observers.  The task force reviewed charge card programs and developed recommendations for improvement. 



The Deputy Secretary directed Component heads to report actions taken to resolve current cases of charge card misuse, abuse and delinquencies and to preclude future such instances.  



Reduced the number of purchase card accounts.



Canceled approximately 115,000 travel card accounts, deactivated an additional 112,000 card accounts, and reduced charge limits on other accounts.



Provided specific and detailed guidance to all DoD Components on September 21, 2001, on measures to be used throughout the Department for improving management of the travel card program and instructed Components to provide accountholders with firm and unambiguous reminders on the proper use of travel charge cards.  



Implemented a salary offset process to collect delinquent travel card balances.  As of the end of May 2002, the DFAS had offset $15.1 million from the salaries of delinquent cardholders. 



Navy Management Control Program

Description of the Issue  

· The Naval Audit Service found that several Navy activities failed to fully implement the Navy’s management control program.  It also found that existing management controls were inconsistently documented. 

Accomplishments

To improve management control program compliance, the Navy has:  (1) developed new training materials for a Department-wide course, (2) revised its guidance to clarify management control program requirements and to incorporate the most recent GAO standards, and (3) created a web-based assessment survey tool to provide its activities with an objective “current state” measurement of management controls.  The Navy also is developing a web-based system to improve its internal control reporting process and maintain adequate documentation.



Navy managers and the Naval Audit Service jointly have agreed to revisit the newly instituted management control program reforms during FY 2002 to determine their efficacy and make adjustments as necessary.



Financial Operations Metrics Program

Description of the Issue  

· The Department needs enhanced methods to effectively manage and identify problems with financial operations.  

· Beginning in August 2001, the Under Secretary of Defense (Comptroller) began an aggressive program to develop and report on financial management problem areas through an extensive metrics program.  The information is used to direct appropriate corrective actions.

Accomplishments

Developed over 100 metrics in ten major problem areas of financial operations such as interest penalties paid, backlog of commercial payments, and timeliness of travel card payments.  


Established clear lines of communication with the Military Services and Defense Agencies to participate actively in the financial operations metrics program.  These include:  (1) providing raw data needed for the metric, (2) analyzing results, (3) preparing supporting justification for trend discussion at monthly updates, (4) actively participating in developing targets and goals, (5) providing management oversight, and (6) implementing corrective action.  The OIG, DoD and the OMB participate in this process.



Established a process to add additional metrics as required.  The metrics task force currently is evaluating ten additional areas.  


CONCLUSION


This Annual Statement of Assurance addresses the management controls of the Department of Defense.  With the exception of the preceding disclosed weaknesses, the Department has reasonable assurance that its internal controls are effective in fulfilling its mission and policy responsibilities.  Furthermore, although this annual Statement of Assurance reports weaknesses in some management controls, the control weaknesses do not endanger the Department’s ability to accomplish its national security responsibilities.


This conclusion is predicated on assurance statements submitted by the Heads of the 
DoD Components.  Their determinations are based on findings from evaluations conducted as part of the DoD Management Control Program and DoD senior management assessments of other information pertaining to the effectiveness of management controls.  Additional information regarding DoD Component material weaknesses may be obtained from each 
DoD Component.


The methods and procedures in place serve as effective safeguards to assure that the Department is an effective steward of its resources.  The Department’s management controls, where deficient, are bolstered by effective process controls and reliable procedures that assure the Department’s ability to field forces and provide an appropriate response to actions that impinge on the safety and security of the nation, as directed by the President of the United States. 
The Department’s senior managers (i.e., the principal staff assistants (PSAs) in the Office of the Secretary of Defense (OSD)) participate in the identification and resolution of DoD-wide systemic control weaknesses, which are the focus of this report.  The systemic control weaknesses identified in this report, and actions outlined to resolve those weaknesses, reflect the Department’s commitment to address and resolve deficiencies.  
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